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QUESTION NO: 1

EQO7OACANTTVT—>32 L RILOFAVARNZERLETH?

A IXTEFTL, BEOTZ7Ur—>3> Z7ORILNZEEBLET

B. ¥XTZHAL., BENDEITAR I TAIINZEBLET
CHEDEXDT7AIZHFAL, RITAERT7AIZEZERLEXT
D.BED77AINEHFAL., ThUAFIIXNTEBLET

Answer: D

Explanation:

Application-level allow list refers to the practice of specifying an index of approved
applications that are permitted to be executed in a system environment or network, which
means only specific files are allowed while everything else is denied by default, enhancing
security.

QUESTION NO: 2

HEILHOREEBNI R T 7ALNFEOAXA—IILEZTRMYEL L, COX—I)LFTEREE
TASDEDE2 1, "7 74N Z2HLr BV EICLELE, EFIVUFATFUR
REZFDODERDAET., COTTAINNILDVITTHDEFMATTELE, COBRETA
N=FILFI—EFIOEOATIVICEETAHTLESN?

A. K281t

B.12AM—=)

C. ¥#EEL

D. BitiE

Answer: D

QUESTION NO: 3
RRZEZRBLTLSLEZL,

10.20.1.21 - - [05/Mar/2018:20:04:30 +0000] "GET
fuser?name=%3B/bin/sh%20-c%20id HTTP/1.1" 200 178 "-"
"Weget/1.17.1 (linux-gnu)"”

Web 777U =23 ICRULTENDHENRASNTVETH?
A.SQLA>>xIo>ar

B. PREIERE

CIOANYRADI O3>

D. T —ERAER

Answer: C

Explanation:

The exhibit shows an HTTP GET request with a parameter that includes; /bin/sh -c id.
This indicates a command injection attempt, where the attacker is trying to execute shell
commands on the server.

Command injection vulnerabilities allow an attacker to execute arbitrary commands on the
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host operating system via a vulnerable application.

The use of/bin/shand the-cflag is typical in command injection exploits to run shell
commands, such asid, which returns user identity information.

References

OWASP Command Injection

Analyzing HTTP Requests for Injection Attacks

Web Application Security Testing Guidelines

QUESTION NO: 4

HTTPS i CRNMESILEEEDRS ICEAEhTITHN?

A SRS TIL IV XAGLAHBERZRBOAMAEEFEHALET
B. S5 {LIERSA-2048ICETVTVET

C. MBEBESLICERAEINET

D. @XM O ARBHEMNI E<ELLTY

Answer: C

QUESTION NO: 5

A4 RNT 7404 FA7—232 (TAPS ) ERNT T4V OS5 —1)20T (SPA
N)DEWNIATTH ?

ARTTAVOIS—)VIRRTF—RIIEMOR T ZEAL, SPANGESEHEZZELT.
2EBRXYRND—VZRHTBEH. TAPSOBVWEDLBRE LY EMTT,

B.SPANIZ KW MEHNBRZ T 1Y U9 etiz5L, TAPSEIZ—U2JIC&2TE|E
HBCEhDEEDLEDHICHBYESBZYET,

CTAPSR RZ 74 v U ZEHL TEEMZMIEL . SPANGNTY NEfO DY —ILICiE
BIDHEICEELET

D.SPANR—KNREIYEEIZ—ZRAL., —HORXATOoHERL)EEIZL., TAPSEY
BIZ—Z8CINTONTY NZZELET,

Answer: D

Explanation:

The main difference between inline traffic interrogation (TAPS) and traffic mirroring (SPAN)
lies in how they handle network traffic for analysis purposes. TAPS, or Test Access Points,
are hardware devices that create a copy of the traffic between two network points without
altering the data. This means TAPS can transmit both send and receive data streams
simultaneously on separate dedicated channels, ensuring all data, including physical layer
errors, is received by the monitoring or security device in real-time. On the other hand,
SPAN, or Switch Port Analyzer, is a feature that duplicates network packets seen on one port
to another port for analysis. However, SPAN ports can filter out physical layer errors, which
may limit the types of analyses that can be performed as some errors will not be represented
in the mirrored traffic.

The distinction between TAPS and SPAN is covered in the Cisco CyberOps Associate
CBROPS 200-201 course, which provides foundational knowledge for network monitoring
and security analysis1. Additionally, industry resources such as Garland Technology's
comparison of TAPS and SPAN highlight the differences in performance and integrity of the
traffic being analyzed
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QUESTION NO: 6

IDS DHEEFATTH?

AFHLLVWI 74 2RELTTOYITRTFNAAELERYTINIIT

B. VANARNNDITZH<IVRRANREY 7NV T
C.HMBONETNY T ZRTIBEHICERENZ 7LDV IY—)
D.EENHHDXRYND—URHZERBRVRBANTAIVIRNIITEREETNAA
Answer: D

QUESTION NO: 7
ENERZHDAVITUNEBOELWEFICRZ YT TR ROYZTLETD,

| preparation —|

create communication guidelines for effective incident handling

| containment, eradication, and recovery

document information to mitigate similar occurrences

I |

| | gather indicators of compromise and restore the system |

| post-incident analysis | | |
| | |

I detection and analysis collect data from systems for further investigation

Answer

l_ Sl A e Etegaratig" _____________ J r _____ C &t;nFnel_'rt,_era_di:ati_or; a;d_rec_ov;w _____ _]'
I, e :ogta-iunae;t, ;raaic;tti;nraaa r_ec;vgry _____ ] [_ L e et _|
1 post-incident analysis { I detection and analysis ]
] detection and analysis | | post-incident analysis l
Explanation:

A close-up of several blue rectangular boxes Description automatically generated

containment, eradication, and recovery

preparation

detection and analysis

post-incident analysis

QUESTION NO: 8

CVSSOEDMX KRNI Y UA, EDRTORESZNESL CHORITOEBESICEEBRAS
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AEEM
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D.AO—7

Answer: A

Explanation:

Integrity is a metric in CVSS that measures the impact of a vulnerability on the
trustworthiness and veracity of the data or information in a system. A vulnerability that affects
the integrity of a system can allow an attacker to modify, delete, or corrupt the data or
information without authorization. An example of such a vulnerability is a bank account
number tampering attack, where an attacker changes the destination bank account number
of a transaction to redirect the funds to their own account. References: Understanding Cisco
Cybersecurity Operations Fundamentals (CBROPS) - Cisco, page 2-17; 200-201 CBROPS
- Cisco, exam topic 1.3.c

QUESTION NO: 9

IPZTFHAEFIVTAREZRBEITDLEOICELBNTY N
FYTTFYEFERIILEN HBDOREETTHA?

A.

IO T7HFEDBDLULVONTY NMIERZIETTERENHDTITAIETAZRBETESD LS
2. ENTY NHNICEEENTVWB TCP 757 &2F+ 7F Y LET,
B.IVS_T7HNAWNITBDLEODART—R (UXNEX, B, 1TV IANHFENEIP
NRZT7AYIONTY RN F—EBE)ZRELET,
CIVIOZTHIAERTF—RICHIOTAIDTLKBDEHERANT B -HNDEL’ TCP
ANJ—LZRHBLET,

D.

ARNEBRBEL, IVSZTHIREPICAN RS A ZHFL TREAREZFETE
BDRIICLET,

Answer: D

Explanation:

Full packet capture (FPC) is a valuable tool for investigating security breaches because it
provides comprehensive data that can be used to reconstruct the event and identify the root
cause. By capturing every packet, FPC allows engineers to see exactly what took place
during the breach, including the TCP flags set within each packet, which can help focus on
suspicious packets to identify malicious activity. It also collects metadata,including IP traffic
packet data that is sorted, parsed, and indexed, and provides the full TCP streams to follow
the metadata to identify the incoming threat

QUESTION NO: 10

BEERRRAVERTIDEHICEBOANZSELETDEFI1 VT RAREENTITA?
A. R/MER

B. 12 XENH B

C. B 2 Bt

D. ¥1—FUDIA

Answer: C

Explanation:
Separation of duties is a security principle that requires more than one person to perform a
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critical task, such as authorizing a transaction, approving a budget, or granting access to
sensitive data. Separation of duties reduces the risk of fraud, error, abuse, or conflict of
interest by preventing any single person from having too much power or privilege. Least
privilege, need to know, and due diligence are other security principles, but they do not
require more than one person to perform a critical task. References: Separation of Duty
(SOD) - Glossary | CSRC - NIST Computer Security ..., Separation of Duties | Imperva

QUESTION NO: 11

IVOZTR. ADBLRVTEIORERRNZ714Yv UV ZEBESLL, XY RND—D EF21 VT4
TFNA AN BEOHDIEEBEEREHTESDLSICTRHIET, OV RTFUR

AV MA-ILBEZRETZILSICRY NT—7

SATLEBRTIBEN BN ET, CORAVEEKTRICREDT IV /O —%2ERT
PDHBENBHYEITAH?

A.B#BWIPF7RLA

B. 84

C. ¥ XIILAHAE
D. BS A1 —h
Answer: C
Explanation:

Digital certificates are essential for decrypting ingress and egress perimeter traffic, as they
provide the necessary encryption keys for secure communications. By using digital
certificates, network security devices can inspect the decrypted traffic to detect any malicious
outbound communications that may indicate command-and-control activity.

QUESTION NO: 12

TSI ORLARBERBLUESES, TI—-I 0 M—ADREBICREDRSBFIN D
EITHL?

A HREZTHS

B. Ttenic7TY N7 x—LZREHLET

CINTORS 714y 0ZO0—NITRELTHRELET

D. ZHOTNA AZRERICEELET

Answer: C

Explanation:

Agent-based protection is a type of endpoint security that uses software agents installed on
the devices to monitor and protect them. Agent-based protection can collect and detect all
traffic locally, which means it can operate without relying on a network connection or a
centralized server. Agent-based protection can also provide more granular and
comprehensive visibility and control over the devices. References:
https://learningnetworkstore.cisco.com/on-demand-e-learning/understanding-cisco-
cybersecurity-operations- fundamentals-cbrops-v1.0/CSCU-LP-CBROPS-V1-028093.html
(Module 2: Security Concepts, Lesson 2.3:

Endpoint Security)

QUESTION NO: 13
DDoS E®M 2 DOATIAVREMTTN? (2 DBIRLTLKEEL, )
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ARATVYRNTLAY
B.714v>2Y

C. Bz

D. R &

E.AF¥ ¥

Answer: CD

QUESTION NO: 14
RAmEZRLTSEZ,

Employee Name - Role
Employee 1 Chiel AcCountant
Employee 2 Head of Managed Cyber Security
Services
Employee 3 Sysiem Administration
EmMployee 4 Security Operation Center Analysl
Employee 5 Head of Network & Securit

Infrastructure Sevices
Employee & Financial Managesr
Employee [ Technical DireCtor

SHODT—VAT—2AVHFREECIILGE. EOBRENBEETIBEN H)ETH?
ARRXBE1EB 2, #5KEB 3. X84, KEEB5, #FE7

B.¥8 1, #¥B 2 X¥B54, ®¥EB5

C. ¢X84, (¥X586, XX587

D. #¥B 2, ¢¥83, ¥E84, #¥EES5

Answer: C

Explanation:

When a company workstation is compromised, the stakeholders that must be involved are
the ones who are responsible for the security incident response process. According to the
table, these are Employee 4 (Security Operation Center Analyst), Employee 6 (Head of
Network and Security Infrastructure Services), and Employee 7 (Technical Director). The
other employees have different roles that are not directly related to the incident response
process, such as accounting, financial management, or system administration. References :
Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 1:
Security Concepts, Lesson 1.4: Security Monitoring, Topic 1.4.1: Security Operations Center

QUESTION NO: 15
RAmEZRLTSEZ,
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Pkt v 153 168 160 and op porl==8081 and M mguest gl _un
[ = Thne Ty gl alr Protodod Lengis Inlo

14 27.4 192.168.1.83 192.168.1.88 HTTP 335 GET /news.php HTTP/1.1
14_ 27 192 .168.1.80 192.168.1.83 HTTP 12_ HTTP/1.0 268 0K {(text/html)

1 14:.. 27.843983 192.168.1.83 192.168.1.89 HTTP 516 POST Jadmin/get.php HTTP/1.1
14 27.856474 192.168.1.80 192.168.1.83 HTTP 519 HTTP/1.0 268 OK (text/html)
14.. Z8.853883 192.168.1.83 192.168.1.88 HTTP 276 POST /news.php HTTP/1.1
15.. 28.065561 192.168.1.808 192 .168.1.83 HTTP 11_HTTP/1.0 280 OK (text/himl)
28.33.245337 192.168,1.83 192.168.1.88 HTTP 259 GET /login/process.php HTTR/1.1
208.. 33.253449 192:168.1.86 192 § 1.83 HTTP 606 HTTP/1.8 286 OK [text himl)
23 38.265163 162.168.1.83 192.168.1.88 HTTP 258 GET /news.php HITP/1.1
23 38.271353 192.168.1.80 192.168.1.83 HTTP 63 HTTP/1.8 268 0K {(text/htal)
26 3.291043 192.1068.1.83 192 .168.1.80 HTTP 259 GET /login. process.php HTTR/1.1
J6. 43.308364 192.168.1.86 192.168.1.83 HTTP 60 HTTP/1.6 266 OK [text/html)
10..48.311212 192.168.1.83 192.168.1.88 HTTP 259 GET /login/process.php HTTP/1.1
38. 48.3227586 192.168.1.88 192.168.1.83 HTTP 348 HTTP/1.8 288 OK  (text/html)
36.. 45.439913 192.168.1.83 192.168.1.88 HTTP 148 POST Jadmin/get.php HTTP/ 1.1
36.. 48.455743 192.168.1.86 192.168.1.83 HTTP 63 HTTP/1.8 484 NOT FOUND (text/himly
35. 53.482265 192.168.1.83 197 .168.1.86 HTTP 255 GET fadmin/get.php HITP
315 53.491062 192.168.1.88 192.168.1.83 HTTP 60 HTTP/1.0 200 OK (text/hHiml)
46. 68.515611 162.168.1.83 192 .168.1.860 HTTP 259 GET /login/process.php HTTP/1.1
40.. 58.522942 192.168.1.80 192.168.1.83 HTTP 68 HTTP/1.8 268 0K [text/htal)

XYND—OEBER, FYTFYLERNZ T4V IZTMLT, EHOLLWRY NDT—7
TOTAETAZR/RELTVET, IVOITRERESBHFEICRIE, EEFOVIIAL
EF—BOAYR—IZFT7 A NOI—H—
T—2IMNNFREIDIEZRERLELE, AARBI>TVBDOTL LD,
AVDIIANDEEICLKD Y —EREBTRENIEE

B.

AR=T 7Y REBHBEBZEIRAVTVER—NIAR—DNSAFTUF—RZEEFELTVE
¥

CTF—EREDIEREEBLBHTTPUIIANRITL—TFARNTRITNEZS KL

D. ¥+ v 1 /NANAKE:

REEFF YYD IFRTELAOTOVICHTDIVIIARNZEEFELTVET

Answer: D

Explanation:

The presence of a default user agent in the headers of requests and data being transmitted
suggests a cache bypassing attack. In this scenario, the attacker is likely requesting
noncacheable content to avoid detection by caching mechanisms that could otherwise
identify and block malicious traffic.

QUESTION NO: 16

SATLDVY T RIVITORBUEZFALTINLVITEZLB TS EHIC. EROREED
Web R—JTEHERATIY—ILIEENTT D,

ARATVTRFF14XY N

B.TVA7AOA4KEY H

C.esstE+ v ~

D.)Ll—KFY b

Answer: B

QUESTION NO: 17
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MOBFONADT—ROKEFEAL, I—F—BZEALBEVERIATLAZERALTRY
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RO—VZRELLSETRHE., EQLSIBHEBFENERAEHETH?
A.SQLA>>xI o3y

B. &

CU7LA

D. VOARAYA N ROVT T4

Answer: B

Explanation:

A dictionary attack is a method used to break into a password-protected computer or server
by systematically entering every word in a dictionary as a password. In the context of an
authentication system that uses only 4- digit numeric passwords, a dictionary attack would
involve trying all possible combinations of 4-digit numbers until the correct one is found.
Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course materials
discuss various attack methods, including dictionary attacks, and how they can be used to
compromise networks

QUESTION NO: 18

AVFMRB7TAORAOEDATY 7T, SIEM
OOJZBUTHELTVWARANZRAELEIN?

A KREEDH

B. %{&

C. Rig

D. #HUA®

Answer: A

Explanation:

In the incident response process, detection and analysis involve researching an attacking
host through logs in a Security Information and Event Management (SIEM) system. This step
helps in identifying, validating, and managing potential security incidents. References :=
Cisco CyberOps Associate - Module 3: Security Monitoring

QUESTION NO: 19

ZYRND—=0 EF2IVFT4IZHEVTEYZ A F—RBEEOLSBEWTHEAENETH?
AEBERYIRNIJITEONZ YOS 3> OJTT,
B.OJDEHBILEAENZ/NTX—ROEY NIFEENFTT,

C2O0DFRY NID—U FNA ABOEEFEOHMETT,

D. I—H—NBALEZE Y>3 HO Cookie ZBIHFLET,

Answer: C

QUESTION NO: 20
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BRESBRLTLSEEV, .pcap

J77ANICEDVT, E07ORINLNOEBEN LY IV ORBILICERAET hizH ZHER
x7,

A. SMB

B. TCP

C. Rk

D.IP

Answer: A

QUESTION NO: 21

ARSI HL L XTI H?
ABRT7IVZ—IINTBZDESHBBDFRBEOLOICTHAN—BRICRUTE DN
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C.HASHDWEOIRIZE > THBENEERPREEZ XIS ELN &S EEHL
D. s, BERNERNDIFICKET S EH

Answer: C

QUESTION NO: 22

BREVAVDEVRMATTHN?

A BHE. DATLADHEREZNATAHAEMOHIBENERBRERLET

B. UARVE, PATARNOBRAS LVEREhBEAFT - ERZRLET

CURIVE, DATLOTHEEMHE DI ERNBHEERAZRLET

D. BHIIZ. MENFLERENICHEXRLEIREICLESETNTVAIREZRLET,
Answer: A

Explanation:

A threat represents a potential danger that could exploit a weakness in a system while risk is
associated with the potential impact or loss that could occur if a threat exploits a vulnerability
in the system. So, option A which states "Threat represents a potential danger that could take
advantage of a weakness in a system" is correct. References := Cisco Certified CyberOps
Associate Overview

QUESTION NO: 23
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D. HIREB S UHIZI LI T T HBRE

Answer: D

Explanation:

Indicators of attack (IoAs) are signs that an attack may be in progress or imminent. Malware
reinfection within a few minutes of removal (D) is a strong I0A because it suggests that the
attacker has a persistent mechanism to redeploy malware, indicating an active compromise
of the system.

Cisco's Cybersecurity Operations Fundamentals documents

QUESTION NO: 24
BERRESELTEEL,
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D. U7INERALDTF—RICETRFMABEBRNIREEAD

Answer: D

Explanation:

With stronger data visibility, detailed information about the data in real-time is provided. This
enhanced visibility allows for a more comprehensive analysis of network traffic, enabling
security professionals to identify and mitigate threats more effectively. References := Cisco
Cybersecurity Operations Fundamentals

QUESTION NO: 25
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D. BN KRBT BRYTTYT VA4V RIZSERCTREEDHDI—REFBALET,
Answer: D

Explanation:

Scareware is a type of malware attack that tricks users into believing their computer is
infected with a virus, prompting them to download and pay for fake antivirus software. The
attack often uses popup windows with flashing colors (D) to create a sense of urgency and
scare the user into taking immediate action.

Cisco Certified CyberOps Associate certification materials

QUESTION NO: 26

BHFHERERFEDOFETTA?

AV—%v)VID2ZTIDT

B.tvy>a>N\A4>vv 7y

C. Bl

D.74v>2Y

Answer: D

Explanation:

Phishing is considered a low-bandwidth attack because it does not require the use of
significant network resources. Instead, it relies on social engineering to deceive individuals
into providing sensitive information or clicking on malicious links, often through email or other
communication methods1.

QUESTION NO: 27

METHREEERLU ESEEDOIIL—IIR—AKREERFATTAH?

A. 1—H—0 5T OFEA

B. 1—%'—D1TEIDFERA

CI1—Y—nT8nrREH

D.A—YH—DT7AFT>TAT1DREA

Answer: B

Explanation:

Rule-based detection is a type of intrusion detection system (IDS) that uses predefined rules
or signatures to identify malicious or suspicious activity. Rule-based detection can provide
proof of a user's action, such as an attempt to exploit a known vulnerability or execute a
malicious command. Rule-based detection can also provide a high level of accuracy and
specificity, but it requires constant updates and maintenance of the rules or signatures.
References: https://learningnetworkstore.cisco.com/on-demand-e-learning/understanding-
cisco- cybersecurity-operations-fundamentals-cbrops-v1.0/CSCU-LP-CBROPS-V1
-028093.html (Module 4: Attack Methods, Lesson 4.2: Attack Techniques)
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QUESTION NO: 28

TOEAHHOBRAN S RIEARERADEVREMATIH?

A.

RAIRBEND)Y—ADEREZERL., DA VY —ABEAODT IV EAZHALET,
B.

FRRLlE . YATALANDA—H—NBMAESH ZRKRIAL . FRBEVIHTSNELERY Y —
AZERLUTRHELEY,

C.

ALY ATLVY—AANOT 7 AZEEL, RAZ7OARI—F—HFV Y —REHEK
TERNESHZERLET.

D.

I‘ N — — —
wHlk, BEOI—Y—HNFATLANTRIAETNATVRIAESH ZEBHL., RBEFRAFE
ZRBlTRIRENZRE bi‘q“o
Answer: B
QUESTION NO: 29
F/Tﬂﬂ’é*'ﬁb'(( &V,

= e ATe I!ba"a!_r Totoe angh PUS
6 16:40:35.636314 105.144.107.198 192.168.31.44 FTp 184 Response: 217 Entering Passive Mode ((195,144,107,198,4,2).
7 16:408:35. 637786 192.168_31 .44 195.144.187.198 FTP 82 Request: RETR ResumableTransfer.png
8 16:40:35.618091 192.168.31.44 195.144.187.198° TCP 66 1884 - 1026 [SYN] Seq=0 Win=64748 Len«B M55-1458 WS=256 SACK PERM=1
9 16:48:35.0696788 195,144,187 198 192.168.31.44 FTP 96 Response: 150 Opening BIMARY mode data connection.
18 16:40:35.698384 195.144.187 . 198 192 .168.31. 44 TP 66 1826 + 1884 [SYN, ACK] Sege® Acksl Wins=8192 Len=8 M55s1456 WS«256 SACK
11 16:48:35.698521 192.168.31.44 195.144.187.198 TCP 34 1884 - 1026 [AK] Seg=1 Ack=1 Win=133352 Len=8
12 16:40:35.008802 192.168.31.44 195.144.107.198 e 54 [TCP Window Update] 1084 - 1826 [ACK] Seqg=1l Ackel Win-4194304 Len=8
13 16:40:35.739249 192 168.31 .44 195.144 107.198 TCP 54 1831 + 21 [ACK] Seq=43 Ack=1131 Win=513 Len<@
14 16:48.35.759825 195.144.187.198  192,.168.31.42 FTP.. 2966 FTP Data: 912 bytes (PASV) (RETR ResumableTransfer.png)
15 16:48:35,.759925 192.168.31. 44 195.144.167.198 Tce 54 1884 - 1826 [ACK] Seg=1 Ack=2913 Win=4194304 Len=@
16 16:48:35_822152 155 _144.187.1%3 192 168.31 . 44 FTP_ 5878 FTP Data: 5824 bytes (PASV) (RETR ResumableTransfer.png)
17 16:48:35.822263 192.168.31.44 195.144.187.198 Tce 54 1084 -+ 1826 [ACK] Seg=1 Ack=B737 Win=4194304 Len=0
18 16:40:35.883496 195.144.107.198  192.168.11.44 FTP. 1518 FTP Data: 1456 bytes (PASV) (RETR Resumablelransfer.png)
19 16:48:35.883496 195.144_1687.198 192.168.31.44 FTP. 1488 FTP Data: 1354 bytes (PASV) (RETR ResumableTransfer.png)
20 16:40;35.883559 192.168.31.44 195.144.167.198 TCP 54 1084 » 1026 [ACK] Seg=1 Ack=11547 Win=4194304 Len=0
21 16:40:35.944841 195,144.107.198 192.168,.31.44 FTR 78 Rezponse: 226 Transfer complete.
22 16:49:35,944847 195.144.187.198 192.168.31.44 Tce 54 1826 -« 1884 [FIN, ACK] Seq=11547 Ack=1 Win=66816 Len=0
43 16:48:35,944978 192.168_31 .44 195.144, 187,198 TCp 54 1884 = 1826 [ALK] Seg=1 Ack=11548 Win=4194384 Len=0
24 16:490:35.945371 192.168.31.44 195.144.167.198 TCp 54 m:-:dj. 1626 [FIN, ACK] Seq=1 Ack=11548 Win=4194304 Len=@
Frame 21: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface \Device\WPF_{ETSCEI30-BOOF-4B7C-8722-MMBOECF16174), id @
Ethernet 11, Src: BeijingX 06:3¢:08 (58:d2:75:06:37:00), Dst: IntelCor 7c:b2:+d (18:26:49:7c:b2:¥d)
Intérnet Protocol Version 4, Src: 195 144.107.198, Dst: 192.168.31.44
Transwission Control Protocol, Src Port: 21, Dst Port: 1031, Seq: 113, Ack: 43, Len: 24
File Transfer Protocol (FTP)
[Current working directory: ]

Wireshark A @ TCP

ANU—LRBRHATHEAREZE 7 TAINEENTVRTIL—LESRENTITN?

A.7, 14, 21

B.7&21

C. 14, 16, 18, 19

D.7 »5 21

Answer: A

Explanation:

The file that is extractable via TCP stream within Wireshark is the one that has the Content-
Type header set to application/octet-stream, which indicates binary data. Thisheader is
present in frames 7, 14, and 21, which are part of the same TCP stream. The other frames
have different Content-Type headers, such as text/html or image/jpeg, which are not
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extractable as binary files. References := Understanding Cisco Cybersecurity Operations
Fundamentals (CBROPS) v1.0, Module 3: Network Intrusion Analysis, Lesson 3.2: Analyze
Data from Common TCP/IP Protocols, Topic 3.2.3: HTTP

QUESTION NO: 30

OARR 7RO MO H—N—OEERATTH?

A XY RNIT=OFNAATHVWTVWASR—NZIHELET

B. AR RAO—REIILITF7ICROYTLET,
CREERBRIRYRNI—IJDOHHEMRILOICERAETNETT,

D. REECNESATALAILGTZEEFLET,

Answer: D

Explanation:

A command and control server (C2 or C&C) is a server that is used by attackers to
communicate with and control compromised systems, such as bots, zombies, or backdoors.
The C2 server can send instructions to the compromised systems, such as executing
commands, downloading files, uploading data, or launching attacks.

The C2 server can alsoreceive information from the compromised systems, such as system
information, keystrokes, screenshots, or credentials. References:

Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 3:
Network Intrusion Analysis, Lesson 3.4: Malware Cisco Certified CyberOps Associate
Overview, Exam Topics, 3.4 Compare and contrast types of malware

QUESTION NO: 31

SOC F— Ak, EITHDOR—K

AFv oz LUELE, AEOER, F—LARAF Y et —N—Z22—FY NIC
LTVWBEERBRFTELE, HAN—FIL FI—2

FEFINICEKDE, CORATDARNIFBEDARTY TZEN) HTHDHENHYYETH,
A BEICRTZTOaY

B. fiiiE

C. &%

D. #EHL

Answer: C

QUESTION NO: 32

XYRND—=0 I ZTF I NetFlow LAR— KT, REBRARMASAE DNS H—N—ICZHD
DNS UJIARZEFLTVBRZEICRFEE L, SOC
THFIARDIVRRAVRNEFIVIOLIEESD, IV RRAMHFRBFEL, RY MRV
RO—FIEBE>TWVWREANHBALELEE, I RKRA2 MNEEHD DNS
DOTIARNEZEELTLVETA, ZDOIP

TRLAGEREZNATVELE, BHBATY—X
BELEIVRRAVNFEDRSBHBIZEASL TVERTH??

A.DNSNA2+vv D

B.DNS h>xU2Y

C.DNS 72y F142Y
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D. DNS &g

Answer: D

Explanation:

The attack described is a DNS amplification attack. It involves infected endpoints sending
DNS requests with spoofed IP addresses to external DNS servers. The DNS servers then
send large responses to the spoofed addresses, which are actually the targets of the attack.
This can result in a significant amount of traffic being directed at the target, overwhelming
their network resources. DNS amplification is a type of Distributed Denial of Service (DDoS)
attack that leverages the DNS protocol to amplify the attack traffic.

QUESTION NO: 33
chomn5s5, EF1VFTAA2IFURIBETSSOCX NI Y VZHALTVRDRFE
ncTIn?

AAITUNOBREICH DD EE
BAITURNDIARAVZTMET B DICHH B EE
CAVITURNIRITE|ERIEShIFLOER
DAVITURNIL>TE|ERENDEZIBHELEDHER
Answer: A

Explanation:

SOC metrics in relation to security incidents typically refer to the time it takes to detect the
incident. These metrics are crucial for evaluating the effectiveness of incident response and
remediation efforts by SOC teams. For example, metrics like the Mean Time to Detect
(MTTD) enable organizations to assess how quickly they can identify a security incident,
which is essential for reducing the impact of the incident on the organization.

QUESTION NO: 34

I ZTFH Wireshark ThZ 714V 0% 74)LR1J>2T LT, LAN10.11.x.x
DRZT4YVIONDHhERTRITDEICKY), PCAP
J77ANEESICOMTEBRRSICTROREEDTAIINEZ—TITH?

A. src=10.11.0.0/16 and dst=10.11.0.0/16

B. ip.src==10.11.0.0/16 and ip.dst==10.11.0.0/16

C. ip.src=10.11.0.0/16 and ip.dst=10.11.0.0/16

D. src==10.11.0.0/16 and dst==10.11.0.0/16

Answer: B

Explanation:

In Wireshark, to filter traffic for a specific LAN, the correct syntax uses ip.src== and ip.dst==
to specify the source and destination IP addresses. The /16 denotes the subnet mask,
indicating that we are interested in the entire 10.11.x.x range. This filter will show all traffic
where both the source and destination IP addresses fall within the specified LAN, excluding
any internet traffic. References: The information is based on the Understanding Cisco
Cybersecurity Operations Fundamentals (CBROPS) course, which covers network intrusion
analysis and the use of tools like Wireshark for traffic analysis1.

QUESTION NO: 35
Windows 77O ADRET7 RL A E KM TTH?
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D. FAMEEKREXTE) PRLAOEY b

Answer: D

Explanation:

The virtual address space for a Windows process is the set of virtual memory addresses that
can be used by the process. Each process has its own virtual address space that is isolated
from other processes. The virtual address space is divided into regions that have different
attributes, such as read-only, read-write, execute, and so on. The virtual address space is

mapped to the physical memory by the operating system using a data structure called a page
table. References:

Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) v1.0, Module 4:
Host-Based Analysis, Lesson 4.1: Windows Operating System Virtual Address Space
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