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NO.1 Which IP port and Protocol are used by the CyberArk Secure Proprietary Protocol?
A. TCP/636

B. TCP/22

C. UDP/1812

D. TCP/1858

Answer: D

NO.2 The vault supports a number of dual factor authentication methods.
A. FALSE

B. TRUE

Answer: B

NO.3 Which file would you modify to configure your Vault Server to forward Activity Logs to a SIEM
or SYSLOG server?

A. padre.ini

B. PARagent.ini
C. dbparm.ini
D. ENEConf.ini
Answer: C

NO.4 A Simple Mail Transfer Protocol (SMTP) integration is critical for monitoring Vault activity and
facilitating workflow processes, such as Dual Control.

A. True

B. False

Answer: B

NO.5 PSM for SSH (previously known as "PSM SSH Proxy") supports connections to the following
target systems:

A. Windows

B. UNIX

C. Oracle

D. All of the above

Answer: A

NO.6 The PSM requires the Remote Desktop Web Access role service.
A. True

B. False

Answer: B

NO.7 Which combination of safe member permissions will allow End Users to log in to a remote
machine transparently but NOT show or copy the password?

A. Use Accounts, Retrieve Accounts, List Accounts
B. List Accounts, Retrieve Accounts
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C. Use Accounts
D. Use Accounts, List Accounts
Answer: B

NO.8 Can ITALOG records be forwarded to the monitoring solution via Security Information and
Event Management (SIEM) integration?

A. No
B. Yes
Answer: B

NO.9 Which Master Policy?

A. Enabling and Disabling of the Connection Through the PSM
B. Password Expiration Time

C. Password Complexity

D. The use of "One-Time-Passwords"

Answer: C

NO.10 How does the Vault administrator configure the CyberArk Disaster Recovery (DR) solution to
perform automatic failover in case of failure in the Primary Vault?

A. By setting "FailoverMode=yes" in the dbparm.ini file
B. By setting "FailoverMode=yes" in the padr.ini file

C. By setting "EnableFailover=yes" in the padr.ini file

D. By setting "EnableFailover=yes" in the dbparm.ini file
Answer: C

NO.11 In order to connect to a target device through PSM. the account credentials used for the
connection must be stored in the vault?

A. False Because if credentials are not stored in the vault, the PSM will prompt for credentials The
PSM enables users to connect securely to remote machines through the PSM from their own
workstations using all types of accounts, including accounts that are not managed in the CyberArk
Vault.

B. False. Because the user can also enter credentials manually using Secure Connect

C. True

D. False. Because if credentials are not stored in the vault, the PSM will log into the target device as
PSMConnect.

Answer: B

NO.12 When working with the CyberArk Disaster Recovery (DR) solution, which services should be
running on the DR Vault?

A. CyberArk Vault Disaster Recovery (DR), PrivateArk Database

B. CyberArk Vault Disaster Recovery, PrivateArk Database, CyberArk Event Notification Engine
C. CyberArk Vault Disaster Recovery, PrivateArk Database, PrivateArk Server

D. CyberArk Vault Disaster Recovery
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Answer: B

NO.13 When working with the CyberArk High Availability Cluster, which services are running on the
passive node?

A. Cluster Vault Manager and Remote Control Agent

B. Cluster Vault Manager, PrivateArk Database and Remote Control Agent

C. Cluster Vault Manager and PrivateArk Database

D. Cluster Vault Manager

Answer: C

NO.14 Which CyberArk components or products can be used to discover Windows Services or
Scheduled Tasks that use privileged accounts'? Select all that apply.

A. Auto Detection (AD)

B. Export Vault Data (EVD)

C. Discovery and Audit (DNA)

D. Accounts Discovery

E. On Demand Privileges Manager (OPM)
Answer: B,D,E

NO.15 The Vault can only integrate with a single Security Information and Event Management
(SIEM) or SYSLOG server.

A. False
B. True
Answer: A

NO.16 All of your Unix root passwords are stored in the safe UnixRoot. Dual control is enabled for
some of the accounts in that safe The members of the AD group UnixAdmms need to be able to use
the show, copy, and connect buttons on those passwords at any time without confirmation The
members of the AD group OperationsStaff need to be able to use the show, copy and connect
buttons on those passwords on an emergency basis, but only with the approval of a member of
OperationsManagers The members of OperationsManagers never need to be able to use the show,
copy or connect buttons themselves.

Which safe permissions do you need to grant to UnixAdmins? Check all that apply

A. Retrieve Accounts

B. Access Safe without Authorization

C. Authorize Password Requests

D. Use Accounts

E. List Accounts

Answer: AB,D,E

NO.17 An SMTP integration allows you to forward audit records to a monitoring solution.
A. FALSE
B. TRUE
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Answer: A

NO.18 When a DR vault server becomes an active vault, it will automatically fail bacK to the original
state once the primary vault comes back online.

A. True, this is the default behavior

B. True, if the 'AllowFailback’ setting is set to yes in the dbparm ini file.
C. False, this is not possible

D. True, if the 'AllowFailback’ setting is set to yes in the PADR.ini file.
Answer: D
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